Executive Cockpit

for SAP Business One

Installation User Manual

Release 2026.10.05-27 - SQL Server and SAP HANA
Document date: 6 October 2026

SiPSAP Optimization (Pvt.) Ltd. - sipsap.us
© SiPSAP Optimization (Pvt.) Ltd. All rights reserved.



Executive Cockpit for SAP Business One Installation User Manual - 2026.10.05-27

Contents
A o To U o o T3 10 =T o TU - | SO PP 3
2T (oY ¢ SRV o TU I o1y 7= | PP 4
B YAy (=] 0 T =T 0T =] .4 1= L PPN 4
2.2 Checklist: NAVE thESE MEATY .. ..u.ire ittt e e e e et e et e et e et e e e et e et eenns 4
3. Install with the Windows INSTaller.........uuuiiiiiiiii e e eeens 5
3.1 What the installer PUES ONthe PC......coouuiiiiiie et e e e e et s e e e et e e e e s 5
R I A LT e A a1y = = 1A T Y T 1 1) PP 5
4. Executive COCKPit SETUP (SEVEN STEPS) . .uuuiiiiiieetiiiii e ettt e ettt e e et e e ettt e e e et e e e et e eeettaeeeesnseeaetnneeaesnnnns 6
R E=y T ARl B 1 = o= LY TS 6
T o A= V=T PPN 6
=Y TR R (o 10 ol Yo | o) 1 N 7
T o R A Yol of =11 PPN 8
R C=] I T -1 SO PO PRPRPN 9
T o ST (o LU T Y =43 o 10
SEEP 7 = REVIEW & INSTAll..uniiiiii et e e e e e et e e e et e e e e e 11
4.1 Bringing Settings from an €arlier COPY....uuuuu ittt e e et e e e et e e e eaa e e 13
N o (V7T a ot =Te Y =T AU o X I 1) TS PP PPPRTRPPN: 13
5. After installation: sign-in, ICEBNSE AN USEIS........iiiiiuiiiiiii e e e et e et e e e e et e e e aaaneeees 14
5.1 0pen the dashbOard............oiiiiii e e e e e e e e a e aa s 14
5.2 INSEAll the TICENSE ... ettt ettt s e e et e et e e et e e e e e e eeeees 14
S Y= U] ol U L= PR 15
6. Update, repair, move and UNINSTall.........ooouiiiiii e e e e e e e e e a e ea e aanas 16
U1 oTo Y R do I I 1=V A=Y (o [P 16
6.2 Repair, reset a password, Change SETHINGS ....ivuuiiii i e e e e e eaaas 16
5.3 IMIOVE 10 @NOTNEI SEIVEI .ttt ettt ettt e e e et e et e tb b e e e e eeeetbba e eeeas 16
B4 UNINSTAIl ... ettt e e e ettt e e et e et bbb e e e et e ettt e e e e e e retbb e eeas 16
7. Troubleshooting INSTAAtiON .....c...iii et e e e et e e et s e e et s e et e aaaeeees 17
FA o] o 1=Ta Lo [ OO PP PPT 19
A. Read-only SQL Server 1ogin (OptioNal).........cviiiiiie e e e e e e e e aen 19
B. REAU-0NIY SAP HANA USEI ... ciiunieiiieeeiteeeie ettt e e e e ete e et e e e e e et e e et e ean e e st e eaanesstnaestneesnasrneeennnersnaaesen 19
(R Ko Yol E T T a Tl o] o) =d =T a 0T 0] o [T PN 19
D. Data folder CONENTS ....uniiiiiiiiii et e e 19

© SiPSAP Optimization (Pvt.) Ltd. Page 2 of 19



Executive Cockpit for SAP Business One Installation User Manual - 2026.10.05-27

1. About this manual

Install Executive Cockpit 2026.10.05-27 in about 15 minutes: run one setup file, then answer seven questions in
your browser. This manual is for the IT person or SAP partner who installs the cockpit on a customer PC or
server.

Executive Cockpit for SAP Business One is a drill-down management dashboard from SiPSAP Optimization (Pvt.)
Ltd. It reads SAP Business One on Microsoft SQL Server or SAP HANA, plus an optional payroll database. It only
reads SAP data; it never changes it.

It covers financials, aging, sales and purchase analysis, inventory, production, projects, budget, fixed assets,
service, CRM, audit trail, payroll and employees. Users openitina browser, on the server itself, across the office
network or over the internet.

Product Executive Cockpit for SAP Business One

Version 2026.10.05-27

Setup file given to customers ExecutiveCockpit-Setup-2026.10.05-27.exe
Publisher SiPSAP Optimization (Pvt.) Ltd. (sipsap.us)
Program folder (default) C:\Program Files\SiPSAP\Executive Cockpit
Settings and data folder C:\ProgramData\SiPSAP\Executive Cockpit
Evaluation period 30 days, all modules, without a license file

Note: The screenshots in this manual show sample data (server SRV-ERPO1, companies "Al-Noor Trading'
and "Al-Noor Industries"). Your server, company and computer names will differ.
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2. Before you install

The cockpit needs a 64-bit Windows PC or server that can reach the SAP Business One database. Nothing else is
installed: no IIS, SQL client tools, Node.js or Python. It uses the web server built into Windows (HTTP.sys) and
works without internet access.

2.1 System requirements

64-bit Windows 10/ 11, or Windows Everything (the installer Yes

Server 2016 or later refuses 32-bit Windows)

Windows PowerShell 5.1 All cockpit scripts Built into Windows 10/11 and
Server 2016+

.NET Framework 4.7.2 or later SQL access, password hashing  Built in from Windows 10 (1803),

11 and Server 2019. On Server
2016, install it from Microsoft

Network access to SQL Server 2016 or  SAP Business One on SQL SQL Server may be on this PC or
later (TCP, usually port 1433) Server another machine
SAP HANA client 64-bit (ODBC driver SAP Business One on SAP Installed with the SAP Business
HDBODBC) and access to the HANASQL HANA One client for SAP HANA
port (usually 30015 or 30013)
SAP HANA 2.0 SPS 04 or later A few reports that use Check with Check-Hana.cmd
LATERAL joins
Windows administrator rights, once Installer and Setup (firewall, -
web address, HTTPS, auto-
start)
A modern browser (Edge, Chrome, Viewing the dashboard Yes

Firefox, Safari)

An HTTPS certificate Network or internet access Setup can create a self-signed
one; use a real one for production

2.2 Checklist: have these ready
¢ The name of the SAP Business One database server, for example SAPSERVER, SAPSERVER\SQL2019 or

10.0.0.5. Your SAP partner or IT knows it.

e Aloginthat can read the SAP company databases. SQL Server: a SQL login (for example sa, or the read-
only login in Appendix A) or a Windows account. SAP HANA: a HANA user with SELECT on the company
schemas and SBOCOMMON (Appendix B).

¢ The payroll database name, if the cockpit should show payroll (optional; it can be added later).

¢ Who will open the dashboard: this PC only, the office network, or also the internet.

e Afree web port. Setup suggests 8080 (or the next free one) and checks it.

¢ Forinternet access: the public IP address or a domain name, and access to the router to forward the port.
¢ For "always on": the password of the Windows account that will run the cockpit.

e A passwordforthe dashboard administrator: at least 10 characters, with three of lower case, upper case,
digits and symbols, not containing the user name.

© SiPSAP Optimization (Pvt.) Ltd. Page 4 of 19
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3. Install with the Windows installer

One click installs the program; Setup then opens in the browser by itself. Sign in to Windows with an
administrator account (or have its password ready) before you start.
1. Copy ExecutiveCockpit-Setup-2026.10.05-27.exe to the PC or server that will run the cockpit.
2. Double-click it. When Windows asks Do you want to allow this app to make changes?, click Yes.
— If SmartScreen shows "Windows protected your PC", click More info, then Run anyway.
3. The welcome page says where the cockpit will be installed: C:\Program Files\SiPSAP\Executive
Cockpit.
— Toinstall somewhere else, tick Choose another folder on the same page and pick the folder.
— Afolder that already holds other files gets its own Executive Cockpit subfolder.

— Afolder that holds an unpacked (portable) copy of the cockpit is refused. Install elsewhere; Setup
can bring that copy's settings over.

Click Install. The installer copies the files, then closes by itself.

5. Executive Cockpit Setup opens in your browser. A small Executive Cockpit Setup window also appears in
the corner of the screen. Continue with chapter 4.

3.1 What the installer puts on the PC

T

Program files (read-only for users) C:\Program Files\SiPSAP\Executive Cockpit (orthe folder
you chose)
Settings, users, passwords, license, C:\ProgramData\SiPSAP\Executive Cockpit

logs, dashboard data

Start menu shortcuts Start > SiPSAP > Executive Cockpit and Executive Cockpit Setup

Desktop icon Executive Cockpit

Apps list entry Settings > Apps > Executive Cockpit for SAP Business One (standard
uninstaller)

3.2 Silent installation (IT)

For scripted deployment, run the installer with /S. Add /D=<folder> as the last argument to choose the folder.
Run Executive Cockpit Setup from the Start menu afterwards.

ExecutiveCockpit-Setup-2026.10.05-27.exe /S
ExecutiveCockpit-Setup-2026.10.05-27.exe /S /D=D:\Apps\Executive Cockpit

© SiPSAP Optimization (Pvt.) Ltd. Page 5 of 19
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4. Executive Cockpit Setup (seven steps)

Setup runs in the browser on this PC, as administrator, and ends with the dashboard open. While the page loads,
Setup looks for the SAP Business One client, SQL Server instances, ODBC data sources and the SAP HANA client
on this PC, and pre-fills what it finds. The steps are listed on the left; a green tick marks each finished step.

Tip: If you close the Setup tab by mistake, click Show Setup in the small Setup window. Cancel Setup in that
window ends Setup.

Step 1 — Database

Choose *Microsoft SQL Server or SAP HANA. The card marked Found* is what Setup detected on this PC. If you
are not sure, the SAP Business One logon window shows the Server Type.

STEP10F 7

SiPSAP Which database does your SAP Business One use?

e TION——
Choose the database of SAP Business One. Next, Setup asks where that database server is: it can
Executive Cockpit be this computer or another server in your network. Nothing in SAP Business One is changed; the
Setup for SAP Business One cockpit only reads.

G Database a
Server
Microsoft SQL Server SAP HANA
Your cockpit SAP Business One for SQL Server SAP Business One, version for SAP HANA

Found: SRV-ERPO1
Access

Start Not sure? Open SAP Business One: the database type is shown on its logon window (Server Type), or ask your SAP partner.

Your sign-in

nistrator? Open the advanced setup to choose every setting yourself (access from the network, HTT

Review & install

Administrator
SRV-COCKPITO1

Figure 1. Step 1: choose the database type of SAP Business One

Step 2 — Server

Enter where the database is: this computer or another server. Pick a suggestion under Found on this PC or type
the name.

e SQLServer: signinwith A SQL Server login (default for another server) or My Windows account (default
for this PC). If Windows sign-in is refused, Setup switches to the SQL login and says so.

e SAP HANA: server, SQL port (usually 30015), HANA user and password. The tenant database is under
More options.

¢ Click Connect. Setup tests the connection and lists the SAP Business One companies, all ticked. Untick any
the dashboard should not show (for example a TEST company). Companies added later appear by
themselves. Click Continue.

© SiPSAP Optimization (Pvt.) Ltd. Page 6 of 19
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STEP20F 7

SiPSAP Where is the SQL Server database?

Enter the database server of SAP Business One. It can be this computer or another server in your

Executive Cockpit network; your SAP partner or IT knows its name.

Setup for SAP Business One

Found on this PC
Database

° Server

Your cockpit

SRV-ERPO1 SAP Business One client

SQL Server name or address

Access SRV-ERPO1

d an has v F AP Busines:

Start
Sign in with

Your sign-in

A SQL Server login My Windows account

Review & install

Login name Password
sa sesccssssccee
G Connect again < Not SQL Server? Choose SAP HANA

@ Connected to SQL Server SRV-ERPO1
SQL Server 15.0.4385.2 - login sa - 3 SAP Business One companies found.
Your companies tick one the dashboarc uld not show. Companie ed

Al-Noor Trading (Pvt.) Ltd. Al-Noor Industries

o x i < Al-Noor Trading - TEST
v BE LNOC / B4 s80 ALNOOR INDUST [J‘ i, ks
1 .
@ Administrator
SRV-COCKPITO1
administrator? Open the advanced setup to choose every setting yourself (access from the network, HTTPS, start with Windows

Figure 2. Step 2: connected to SQL Server; the TEST company is unticked

Step 3 - Your cockpit

Give the cockpit a name; it appears on the dashboard, the sign-in page and the browser tab. Then choose No
payroll or Yes, show payroll too.

e SQL Server: Setup finds the payroll database on the same SQL Server (tables Employee,
SalaryProcessingHeader, EmployeeSalaryHeader). If none is found, check and click Search again.
e SAP HANA: payroll lives on a SQL Server. Enter its server and sign-in, then click Find payroll databases.

e You can rename the payroll section (default Payroll), or add payroll later under Change settings.

© SiPSAP Optimization (Pvt.) Ltd. Page 7 of 19



Executive Cockpit for SAP Business One

STEP30F 7

e OPTIVZATION——

ol
Executive Cockpit

Setup for SAP Business One

Cockpit name
Database

Name of the cockpit

(@4 Name your cockpit

Installation User Manual - 2026.10.05-27

Give the dashboard its name, and tell Setup whether it should also show payroll.

Shown at the top of the dashboard, on its sign-in page and in the browser tab. Usually the name of your company or group.

4 Server
[ Al-Noor Group Cockpit

Your cockpit

Al-Noor Group Cockpit

Access
Start
Your sign-in Payroll
Review & install

No payroll

added later.

Payroll database

Payroll database

HR_PAYROLL

Name of the payroll section

Payroll

-

© Administrator

Browser tab: Al-Noor Group Cockpit - SIiPSAP

The cockpit shows SAP Business One only. Payroll can be

Do you use a payroll program? The cockpit can also show salaries and employees from its database, next to SAP Business One.

o

Yes, show payroll too

From the payroll program's database on the same SQL
Server as SAP Business One.

Found: HR_PAYROLL

On SQL Server SRV-ERPO1: a database with the payroll tables Employee, SalaryProcessingHeader and EmployeeSalaryHeader.

v C Search again

administrator? Open the advanced setup to choose every setting yourself (access from the netwol

Figure 3. Step 3: cockpit name and payroll database

Step 4 — Access

Choose who opens the dashboard. Everyone signs in with a user name and password.

This PC only

Our office network
(default) IP>:<port>/

https://<public IP or
domain>:<port>/

Network and internet

http://localhost:<port>/

https://<server name or

Nothing inthe firewall; use it on the server
or through Remote Desktop

Opens the port in Windows Firewall

Firewall, HTTPS required; you forward the
port on the router

e Web port: 8080 or the next free one. Setup checks it as you type, names any program already using it and

offers a free port.

e HTTPS: on for the network and required for the internet. Create a certificate for me makes one for this
PC's name and IP addresses; or choose a certificate already installed (for example for your domain).

© SiPSAP Optimization (Pvt.) Ltd.
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STEP40OF7

Who opens the dashboard?

The cockpit is a small web server on this computer. Choose who may reach it: everyone signs in
with a user name and password.

SibSAP

Executive Cockpit

Setup for SAP Business One

o) .

Server This PC only Our office network Network and internet
On this computer, or through Remote Other computers in your network Also from outside the office, through
) Your cockpit Desktop. open it by this computer's name or IP. your public IP address or a domain
= name.
simplest firewall opened

Access HTTPS  router port forwarding

Start

Web address

The port the dashboard answers on. Setup checks that no other program uses it.

Your sign-in

Review & install Web port

8443 @© Port8443is free

Encryption (HTTPS)

Use HTTPS (recommended)
Encrypts passwords and figures on the network. Browsers show a padlock.

Create a certificate for me

Setup creates a certificate for SRV-COCKPITO1, 192.168.10.25, localhost and trusts it on this PC. Browsers on other
computers show a warning once (or install cockpit-certificate.cer from the settings folder on them). With a domain name
you can later use a certificate from your domain provider.

@ Windows Firewall
Setup opens TCP port 8443 for the dashboard.

The dashboard will open at

https://localhost:8443/ ont

https://SRV-COCKPITO1:8443/ in the office network

https://192.168.10.25:8443/ in the office network

pack

administrator? Open the advanced setup to choose every setting yourself (access from the network

® Administrator
SRV-COCKPITO1 -

Figure 4. Step 4: office network access on port 8443 with HTTPS

Step 5 — Start

Choose Always on, with Windows (recommended for a server; runs even when nobody is signed in, using the

Windows account and password you enter) or When | sign in. Also set how often the cockpit reads SAP data
(default 15 minutes).

© SiPSAP Optimization (Pvt.) Ltd. Page 9 of 19
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STEPSOF7
(@4 Keep it running
al

The cockpit runs in the background and starts again by itself if it stops. Choose when it starts.

.

Always on, with Windows When I signin

SiSAP

Executive Cockpit
Setup for SAP Business One

Database

Server Starts with the computer, also when nobody is signed in. Runs while you are signed in to Windows on this computer.
Best for a server the network opens.

Your cockpit

recommended  needs your Windows password

) Access

Start Windows account that runs the cockpit

Windows keeps the password for the start with Windows (in its Task Scheduler), not the cockpit.

Your sign-in

Account Its Windows password
Review & install CONTOSO\it.admin [ esesscssscee ]
Read the SAP data every
15 minutes v )
Next -> Back
© Administrator
SRV-COCKPITO1 -
Version 20 IT administrator? Open the advanced setup to choose every ng yourself (access from the network, HTTPS

Figure 5. Step 5: start with Windows and the data refresh interval

Step 6 — Your sign-in

Create the dashboard administrator: user name (default admin) and password. The rules tick off as you type;
Next stays disabled until all four are met. The password must not contain the user name.

STEPG6 OF 7
Create your sign-in

You open the dashboard with this user name and password. More users can be added later, in the
dashboard.

Executive Cockpit

Setup for SAP Business One

(© Connected to SQL Server SRV-ERPO1

Database 2 of 3 companies (Al-Noor Trading (Pvt.) Ltd., Al-Noor Industries) and payroll. Change

Server
N User name
Your cockpit
admin
) Access
Start Password Repeat the password
Your sign-in ®sesscsescsccscscs SisesusseseRERe e

Review & install

@ Atleast 10 characters
° Three of: small letters, capitals, digits, symbols
° Does not contain the user name

@ Both passwords are the same

Show the password

pack

trator? Open the advanced setup to choose every setting yourself (access from the netwo JTTPS

© Administrator
SRV-COCKPITO1 -

Version 2026

Figure 6. Step 6: the administrator's user name and password

© SiPSAP Optimization (Pvt.) Ltd. Page 10 of 19
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Step 7 — Review & install
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Check each part; each has a Change button. Then click Install.

Executive Cockpit

Setup for SAP Business One

STEP70F 7

f Check and install

ol Setup saves these settings, sets Windows up, reads your SAP data for the first time and opens the

dashboard. Nothing in SAP Business One is changed.

DATABASE
Database

Server
Server Companies

Your cockpit

Access

Start

J Your sign-in

° Review & install

© Administrator
SRV-COCKPITO1

)ptimization (Pvt.) Ltd.

YOUR COCKPIT

Name
Payroll

Payroll section

ACCESS

Who

Addresses

HTTPS

Firewall

START

Starts

Reads SAP every

ADMINISTRATOR

User name

v Install Back

Change

SQL Server - SRV-ERPO1 - login sa

2 of 3, new ones automatically

Change

Al-Noor Group Cockpit
HR_PAYROLL
Payroll

Change

Our office network

https://localhost:8443/ on this PC

https://SRV-COCKPITO1:8443/ inth

https://192.168.10.25:8443/ in the office network

A certificate Setup creates

TCP port 8443 opened

Change

With Windows, as CONTOSO\it.admin

15 minutes

Change

admin

inistrator? Open the advanced setup to choose eve

Figure 7. Step 7: review the settings before installing

Setup saves the settings, prepares Windows (address reservation, certificate, firewall, auto-start), reads the SAP
data for the first time with progress per company, then starts the cockpit. Keep the page open; the first read can

take a few minutes on large databases.

© SiPSAP Optimization (Pvt.) Ltd.
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STEP 7 OF 7
¢ .
SIPSAP Installing...
PN
This takes a minute or two (longer the first time, while Setup reads your SAP data). Keep this page
Executive Cockpit open.
Setup for SAP Business One
Database a Save your settings
Saved.

Server

° Prepare Windows

Done.

Your cockpit

) Access @ Read your SAP data for the first time
Company 20f2-5s
Start

) Your sign-in Start the cockpit and open it

e Review & install

© Administrator
SRV-COCKPITO1 -

Version 20

Figure 8. Installing: reading the SAP data for the first time

When Setup finishes, it lists every address of the dashboard and anything left to do, such as forwarding the port
on the router or installing the certificate on other computers. Click Open the dashboard.

siPs@P

Executive Cockpit

Setup for SAP Business One

Your Executive Cockpit is ready

The sign-in page has opened in your browser. Sign in with the user name admin and the
Database password you chose.

Server

https://localhost:8443/ on this PC

Your cockpit

https://SRV-COCKPITO1:8443/ in the office network

) Access

https://192.168.10.25:8443/ in the office network

Start

« Browsers on other computers warn once about the certificate Setup created: continue to the site, or install cockpit-
) Your sign-in certificate.cer from the settings folder on them.

Review & install

Next time, double-click Executive Cockpit on the desktop or in the
Start menu (SiPSAP). It starts the cockpit when needed and opens
the sign-in page.

Setup has finished. You can close this page.

[Z Open the dashboard

+ What Setup did

© Administrator
SRV-COCKPITO1

sion

Figure 9. Setup is complete: the dashboard addresses

© SiPSAP Optimization (Pvt.) Ltd. Page 12 of 19
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4.1 Bringing settings from an earlier copy

If Setup finds an earlier unpacked copy of the cockpit on this PC, it first offers Bring my settings over. This copies
its settings, users, passwords, license and data, stops the old copy and removes its icons and auto-start. You then
see Review & install with one click left. The current data is backed up to backup\before-import <date-time>
in the data folder.

4.2 Advanced setup (IT)

Click Open the advanced setup at the bottom of any Setup page, or run Setup.cmd -Advanced from the
program folder, to see every setting. It adds the consolidation currency, binding to one IP address, a certificate
by thumbprint, and a "start only while needed" option. Setup.cmd -Console asks the questions in a console
window instead (SQL Server only).

© SiPSAP Optimization (Pvt.) Ltd. Page 13 of 19
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5. After installation: sign-in, license and users

Sign in with the administrator from step 6, then request a license within the 30-day evaluation and set up the
other users.

5.1 Open the dashboard

¢ On the server: double-click the Executive Cockpit desktop icon, or Start > SiPSAP > Executive Cockpit. A
small window starts the cockpit if needed and opens the sign-in page.

e On other computers: open the address from Setup's last page, for example https://SRV-
COCKPITO1:8443/.

e With a self-signed certificate, other browsers warn once. To stop the warning, install cockpit-
certificate.cer oneach computer: double-click > Install Certificate > Local Machine > Trusted Root
Certification Authorities.

) AP +~ Al-Noor Group Cockpit Modules  Security O

) Analytics for SAP Business One

Your business,
ata glance. Welcome back

Sign in with the account your administrator created for
One secure cockpit for finance, sales, CRM, purchasing, you.
production, inventory and payroll, with drill-down from every total

u
to the document behind it. ser name

(2

Password

18 100% Al

drill ompanies, one view

N
o

Gross margin Pipeline
38.2% 0.56M

A18pts A 9 deals

e ]

Figure 10. The cockpit's landing and sign-in page

If no administrator exists yet, the landing page shows Create the administrator. This works only in a browser on
the serveritself (http://localhost:<port>/).

5.2 Install the license

A new installation runs a 30-day evaluation with every tab, add-on and company. A bar above the tabs shows
the days left. When it ends without a license, only administrators cansignin, and only to License administration.

1. Open the user menu (top right) > License administration.

2. Click Download the license request. It holds this server's hardware key, its SQL Server / SAP installation,
and the users and companies in use. It contains nothing secret.

3. Send the request file to SiPSAP. SiPSAP returns a license file (. 1ic) for this server.

In License administration, choose or drop the . 1ic file. Itis checked at once; a file for another server, or a
changed file, is refused.

© SiPSAP Optimization (Pvt.) Ltd. Page 14 of 19
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On the server you can also use the command line: License.cmd shows the license and hardware key,
License.cmd -Request out.reqwritesarequest,and License.cmd -Install C:\path\license.lic installs
one.

Note: The license is bound to the server's hardware (3 of 5 parts must match), the SQL Server and SAP
installation, and the signed product files. If one of these changes, the cockpit keeps working for a 7-day grace
period while you request a new license.

5.3 Set up users

Open the user menu > Users & access (administrators). For each user set the role, password, allowed tabs,
companies and export rights. Then assign each user a license type in License administration > Users, or click
Assign automatically.

Professional Every tab

Limited Financial Overview, Financials, Expenses, Budget, BOQ Control, Open Documents, A/R and
A/P Aging, Advances, Fixed Assets, Audit Trail, Business Partners, Sales &
Purchases

Limited Logistics Overview, Sales, Purchase, Inventory, Production, Project Control, BOQ Control,
Open Documents, Document Flow, Approvals, Business Partners, Sales &
Purchases

Limited CRM Overview, CRM, Service, Business Partners, Sales Analysis, Sales & Purchases

Limited HR Overview, Payroll, Employees

Starter Package Overview, Financials, Aging, Sales and Purchase Analysis, Inventory, Business

Partners, Sales & Purchases (at most 5 users)

Executive Viewer Overview and Sales & Purchases (read-only)

Export to Excel and PDF / print are off by default for standard users; tick them per user in Users & access.

© SiPSAP Optimization (Pvt.) Ltd. Page 15 of 19
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6. Update, repair, move and uninstall

All maintenance runs through the installer, Executive Cockpit Setup in the Start menu, or Windows Settings >
Apps. Settings and data are kept unless you choose to delete them.

6.1 Update to a new version

1. Runthe new version's setup file on the server.
2. It finds the installed cockpit and shows Update instead of Install. Click Update.
3. Theinstaller stops the cockpit, replaces the program files, keeps everything in the data folder and starts it
again.
An older installer asks before it installs over a newer version. Installing again after an uninstall that kept the data
repairs and starts the cockpit by itself.

6.2 Repair, reset a password, change settings
Start > SiPSAP > Executive Cockpit Setup shows the cockpit's status with four actions:

¢ Open the dashboard — starts the cockpit if needed and opens the sign-in page.

¢ Repair — sets up Windows again and restarts the cockpit, when the dashboard does not open.
¢ Forgot a password? — gives a user a new password.

¢ Change settings — opens the advanced setup.

Administrators can also change the database, companies and payroll in the dashboard: user menu > Server
configuration. The address, port, HTTPS and auto-start need Windows administrator rights, so change those
with Setup on the server.

6.3 Move to another server

1. Install the cockpit on the new server with the setup file.

2. Copy config\cockpit.config.json, config\license, web\data and cache from
C:\ProgramData\SiPSAP\Executive Cockpit on the old server to the same folder on the new one.

3. Run Executive Cockpit Setup on the new server and re-enter the SQL or HANA password. Saved passwords
only work on the PC and Windows account that saved them.

4. Request a new license for the new server's hardware key (the 7-day grace period covers the move).

Uninstall the cockpit on the old server.

6.4 Uninstall
1. Open Windows Settings > Apps, select Executive Cockpit for SAP Business One, and click Uninstall (or run
Uninstall.cmd in the program folder).

2. Choose whetherto also delete the settings, users, license and dashboard data. This is off by default, so a
later reinstall keeps the same settings.

3. The uninstaller stops the cockpit and removes its scheduled task, firewall rule, web address reservation,
certificate binding, icons, program files and registry entries. With data deletion, it also removes the data
folder and the self-signed certificate.

Assilent uninstall (Uninstall.exe /S)always keeps the data.
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7. Troubleshooting installation

Most installation problems are a wrong database server, a login without read rights, or a web port another
program already uses. Logs are in C:\ProgramData\SiPSAP\Executive Cockpit\logs (server.log,

watchdog.log, refresh.log).

Lompom

"The Executive Cockpit needs 64-bit
Windows"

SmartScreen: Windows protected your PC

Setup did not find SAP Business One

Setup asks for a SQL Server login

"The SAP HANA client is not installed on
this PC"

HANA: "Connection failed (RTE:[89006]...)"
or "actively refused"

HANA: "authentication failed"

HANA: no company found

"Port ... is already used by another
program" or "HTTP Error 503" at the
cockpit address

The cockpit stops after 15 seconds;
server.log says "Windows refused to open
... Access is denied"

The Setup page was closed by mistake

The dashboard does not open

Another PC cannot connect

Certificate warning in the browser

Forgotten password

"No license is assigned to your user"

"Product files were changed after SiPSAP
released them"

License refused: "issued for another
server"

© SiPSAP Optimization (Pvt.) Ltd.

Install on a 64-bit Windows PC or server

Click More info > Run anyway

Type the SAP database server on the page (for example
SAPSERVER\SQL2019). If it names a SQL Server that is installed
but not running, start that service and click Search again

Your Windows account cannot read the SAP databases on that
server. Enter a SQL login that can (often sa)

Install the 64-bit SAP HANA client from the SAP Business One
package (folder HANA Client) and test again

Wrong host or port, or a firewall. The SQL port is 3nn15 for the
first tenant of instance nn (30015 for 00), or 3nn13 with the
tenant name filled in

Wrong HANA user or password; HANA user names are usually in
capitals

Grant the HANA user SELECT on the company schemas
(Appendix B)

Another program (often an I1S site) holds the port. Run Setup
and accept the free port it offers (Use port N)

Setup ran without administrator rights. Run Executive Cockpit
Setup again and click Install

Click Show Setup in the small Setup window, or start Executive
Cockpit Setup again

Start > SiPSAP > Executive Cockpit Setup > Repair

Check that Access is set to the office network, the firewall rule
exists, and (internet) the router forwards the port

Expected with a self-signed certificate. Install cockpit-
certificate.cer onthat PC, or use a real certificate for the
exact name you type

Executive Cockpit Setup > Forgot a password?, or Manage-
Users.cmd

Assign a license type to the user in License administration

Reinstall the release exactly as it came from SiPSAP

Download a new request on this server and send it to SiPSAP
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When something still fails, send the files in the 1ogs folder (and for HANA, 1ogs\hana-check.txt from Check-
Hana.cmd) to SiPSAP support.
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Appendix

A. Read-only SQL Server login (optional)

Run in SQL Server Management Studio, replacing the names and password. Repeat the USE line for every SAP
company database and the payroll database.

CREATE LOGIN cockpit_reader WITH PASSWORD = 'use-a-long-password';

USE [YourCompanyDB]; CREATE USER cockpit_reader FOR LOGIN cockpit_reader;

ALTER ROLE db_datareader ADD MEMBER cockpit_reader;
USE [master]; GRANT VIEW ANY DATABASE TO cockpit_reader;

B. Read-only SAP HANA user

Run as SYSTEM in the tenant database. Repeat the schema grant for every company schema. CATALOG READ is
optional; without it every company is read in full at each refresh.

CREATE USER COCKPIT_READER PASSWORD "Use-a-long-passwordl" NO FORCE_FIRST_PASSWORD_CHANGE ;
GRANT SELECT ON SCHEMA "SBO_YOURCOMPANY" TO COCKPIT_READER;

GRANT SELECT ON SCHEMA "SBOCOMMON" TO COCKPIT_READER;

GRANT CATALOG READ TO COCKPIT_READER;

C. Tools in the program folder

Setup.cmd Setup page; -Advanced for every setting, -Console for a console wizard
(SQL Server only)

Open-Cockpit.cmd Starts the cockpit if needed and opens the landing page

Stop-Cockpit.cmd Stops the cockpit and its watchdog to free the port

Refresh-Data.cmd Reads the SAP data again now

Manage-Users.cmd Adds, resets or removes dashboard users

License.cmd Shows the license and hardware key; -Request, -Install

Check-Hana.cmd SAP HANA check of connection, translation and queries into logs\hana-
check. txt

Check-*Module.cmd, Check- List module or payroll tables per company into 1ogs\*. json for support

PayrollTables.cmd

Uninstall.cmd Opens the uninstaller

D. Data folder contents

C:\ProgramData\SiPSAP\Executive Cockpit holds config\cockpit.config.json (settings and users),
config\secrets (encrypted database passwords), config\license (cockpit.lic), logs, cache, backup and
web\data. Back up this folder to keep the cockpit's configuration.
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